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Difserv no Backbone - Tec4why .mp3

Usar Difserv?

@ No backbone tem-se agregados de trafego.

@ Qual o ganho em se utilizar o Difserv?

e Estudo de caso:
o Classe 1 mais prioritaria que Classe 2
o Necessidade de Over-provisioning
o OP = Banda Efetiva / Banda Média
e Banda sem Difserv: MAX(OP1,0P2) *(C1 + C2)
e Banda com Diffserv: MAX((C1 * OP1), (C1 + (C2 * OP2)))
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Planos - Tec4planos.mp3

QOS nos Planos de Dados e Controle

e.g. OSPF, NMS, 0SS, AAA, policy control
BGP

systems, etc. 20 HVE

Router

Control plane

( IP routing ir 5 ignaling
protocols CLI, SNMP, RADIUS etc. protocols

Forwarding = Authentication/authorization/ T
information |+ accounting (AAA)
LN control
base * Data plane provisioning R
| Classificati y ‘
Packet i B A Packet
Routin: S
path i d%g * Packet filtering path
+ QOS: policing, marking, scheduling

Data plane

affic Engineering


Tec4planos.mp3

Introdugéo

Fundamentos
Classificacéo

Mecanismos - Tec4mec .mp3

Mecanismos do Plano de Dados

o Classificacdo: associacdo a uma classe de servico.

@ Marcacao: atribuicdo dos campos de QOS dos pacotes.
e Policiamento e shaping: garantia dos limites de taxa.
e Priorizacao: prioridade dos trafegos sensiveis a atraso.

o Garantia de taxa minima.

Mecanismos do Plano de Controle

o Intserv: reserva de recursos e controle de admissao.
e MPLS-TE: usa Intserv para tinel MPLS.
@ Diffserv: Controle de admissao.
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Classificacao - Tec4class.mp3

Classificacdo e Marcacao

@ Critérios de Classificacdo

e Endereco de origem e destino, porta e tipo de protocolo
(outros critérios sdo possiveis).
e Fragmentacao, criptografia e tunelamento podem tornar
inviavel.
e Campos de Marcacio

o IPV4 - TOS/DS (8bits)
e IPV6 - Traffic Class/DS (8bits) + Flow Label (20bits)
o MPLS - EXP (3bits)
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TOS - Tec4tos.mp3

Type of Service

MgB 1 2 3 4 5 ] L%B v
[ SR ez | RRC 1349
N AN = g
Pracedence Field Type Df;m':& Field
(RFC 791) (RAFC 1348)
Binary | Decimal | Name Bit | Meaning
111 7 | Network Control 3 | Minimize Delay (D)
110 8 | Internet work Control 4 | Wakwi Teoupa ]
101 5 Critical and Emergency Call Processing (ECP) 5 | Maximize Reliability (R)
180 o st Chveyde 6 | Minimize Monetary Cost (M)
011 3 Flash
010 2 Immediate
001 1 Priority
000 0 Routine
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DS - Tec4ds .mp3

Campo DS

MsB ) Ls8
0 1 y 3 5 5 6 7 v

RFC 3168

Class selector codepoints (RFC 247

DSCP (RFC2474) ECN (RFC 3168)
Codepoint DscP ECN Field | Meaning
Default/CS0 000000 BRI e
bl 10 0 | 1 |EcT(or not defined in [AFG 2481)
cs1 001000
csz 010000 MR 010
cs3 011000 SR cE
cs4, 100000
css 101000
cS6. 110000
cs7 111000
AF PHB Group Drop Precedence
AF Class Low (AFx1) Medium (AFx2) | High (AFx3)
AFix AF11— 001001 | AF12— 001010 | AF13— 001011
AFax AF21 — 010001 | AF22— 010010 | AF23— 010011
AFax AF31— 011001 | AF32— 011010 | AF33= 011011
AFdx AF41— 100001 | AF42— 100010 | AF43— 100011
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DSCP - Tec4dscp.mp3

DSCP

@ 7 Permanece igual (manutencéo de atividade na camada
de link e no Routing Protocol)

6 Permanece igual (usado em protocolos de IP Routing)
5 EF (Express Forwarding)

4 Classe 4

3 Classe 3

2 Classe 2

1 Classe 1

0 O melhor esforgo

® 6 6 6 6 o o
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ECN - Tecd4ecn.mp3

Explicit Congestion Notification
(ECN)

@ Permite o TCP determinar se ha congestionamento de
fato

o ECT indica que esta em uso mecanismo de controle de
congestionamento (RED-WED-TAIL DROP)

e CE indica que pacote foi marcado para eliminacéo
@ Not ECT - Not ECN-capable

o ECT 0 - ECN-capable

e ECT 1 - ECN-capable

@ CE - Congestion experienced
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Policiamento de Trafego - Tec4pol .mp3

Mecanismos de Policiamento

@ Simples/Taxa tnica: Token Bucket

@ Trés cores/Taxa unica: Dois Token Buckets,mesma taxa
@ Trés cores/Duas Taxas: Dois Token Buckets, duas taxas
@ Pacotes podem ser excluidos ou marcados.

Tail Drop - Limite da fila

Weighted Tail Drop - Limites diferentes

Random Early Detection (RED) - Exclui pacotes
aleatoriamente em funcdo do tamanho médio da fila.
Weighted Random Early Detection (WRED) - Varias
politicas de exclusio
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Filas - Tec4filas.mp3

Disciplinas de Filas/Shaping

o FIFO/FCFS - Ordem de chegada.
o Filas com prioridade - Trafego prioritario é servido
antes.

@ Weighted Round Robin - O agendamento de pacotes é
proporcionalmente ao peso.

@ Weighted Fair Queuing - O agendamento leva em
consideracéo o tamanho dos pacotes.

@ Deficit Round Robin - O agendamento leva em conta a
taxa passada.
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Intserv - Tec4intserv.mp3

Principio do Intserv

@ Reserva de recursos no caminho de um fluxo.

o Alocacéo deterministica (PCR)
e Alocacéo estatistica (entre PCR e SCR)

o Cada fluxo é assiciado a uma classe de servico
o E um protocolo nativo IP
o E adaptativo (atualizado periodicamente)

@ Unicast ou multicast
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Filosofia - Tec4intcs.mp3

Classes de Servico

@ Servigo Garantido

e Atraso fixo.
o Trafego real time com prioridade.
e Pacotes adiantados esperam no buffer.

@ Servico de carga controlada

o Atraso probabilistico.
e Da ailuséao de reserva de recursos.
o Baseado em disciplinas de filas econtrole de admissao.

@ Best effort service

o Utiliza a capacidade disponivel
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Modelo - Tec4intmodeko.mp3

odelo Intse

Setup, routing, background control (on end systems, impl. on user-level)

RSVP Messages RSVP Messages
RSVP
Rou
Routing queres \ Pollcy
Control

Filter

specs, Admlisslon Flowspecs

Daigpackets Baital Backet
acke acke
A Classlfler # Scheduler »

Traffic control (on end systems, impl. in the OS kernel)
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Intserv Introducao

RSVP

Componentes - Tec4intcomp.mp3

Componentes do Sistema

@ Reserva de recursos - RSVP
@ Controle de admisséo

@ Policiamento

e Classificacao de pacotes

e Agendamento de pacotes
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RSVP-PATH/RESV - Tec4intrsvp.mp3

Mecanismo de Reserva

PATH and RESV messages:
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Parametros - Tec4intrsvppar.mp3

Parametros RSVP

@ RSpec - Requisito de QOS
e atraso
@ TSpec - Caracteristicas de trafego

o Taxa média
o Fator de pico

Amaury Kruel Budri Traffic Engineering


Tec4intrsvppar.mp3

Intsery Introducéao

RSVP

Problemas - Tec4introprob.mp3

Pontos Fracos

o Escalabilidade.

o Um sistema 2,5Gbps => (2.5 * 10°) /(64 x 10%) = 39000
fluxos de 64kbps
e Numero de fluxos proibitivo nas grandes redes

@ Complexidade: protocolo de reserva complicado, uso de
memoria e capacidade de processamento.

o Interoperabilidade: QOS fim a fim.
e Implementacao

o todos nés da rede precisam implementar o protocolo
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Diffserv })n tr?dugéo

HB

Diffserv - Tec4diffserv.mp3

Caracteristicas Fundamentais

@ Mais simples que Intserv.

@ Mais leve e escalavel.

e Agregacao do trafego em classes de prioridades.
@ Foco nos agregados, ndo nos fluxos.

e Especificacdo inicial simples.

Amaury Kruel Budri Traffic Engineering


Tec4diffserv.mp3

Diffserv

PHB

Introducéo

Arquitetura - Tec4difarg.mp3
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Modelo - Tec4difmodelo.mp3

odelo Diffse

Bandwidth Brokers
(perform admission control,
manage network resources,
Source X configure leaf and edge devices) Destination

Egress
IITeaf Ro‘ét;r Edge Router DiffServ (DS) Domain
(police, mark flows) (shape aggregates) (separate admin. unit)

Ingress Edge Router
(classify, police, mark aggregates)
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Diffserv })ntr?dugéo

HB

SLA e BB - Tec4difbb.mp3

Service Level Agreement
@ Negociador de Banda (Bandwidth Broker - BB)]

o Aceita o SLA.

o Aloca os recursos no dominio.

e Solicita alocacao para os BB adjacentes (RSVP).

o Configura o PHB (prioridade) nos equipamentos do
dominio
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SLA e SLS - Tec4difsls.mp3

Service Level Agreement
@ SLA Service Level Agreement (papelatico)

o Especifica as classes de servigo.
o Banda necessaria.

e SLS

e Estatico ou dindmico.

@ SLS Service level specification (informatico)

o Detalhes de QOS
e Traffic Conditioning Agreements/Specs. (TCA/TCS)
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PHB - Tec4difphb.mp3

E— T»* i Strict priority queue
== 1

Policer Tail drop

Weighted queue Link FIFO

Weighted queue

RED

Amaury Kruel Budri Traffic Engineering


Tec4difphb.mp3

Introducéao

Diffserv PHB

Intserv x Diffserv - Tec4intxdiff.mp3

Comparacao de Caracteristicas

| \ Intserv | Diffserv |
Coordenacao end-to-end per-hop
Diferenciacao caminho qualquer pto
Escalabilidade No de Fluxos | No de Classes
Alocacdo de Banda Fluxo e QOS Classe
Geréncia Rede Comutada Rede IP
Negociacao de SLA Multilateral Bilateral
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Introducéo
Mecanismos

MPLS-TE

Traffic Engineering TE - Tec4te.mp3

IP TE

@ Interior gateway protocol (IGP) como OSPF levam em
conta métricas simples e aditivas. Ndo leva em conta a
banda disponivel nos enlaces.

Rt
= R4
e,
:\/ / 1\ =z = f8
PN S

Legend

EEa— = = 2.5Gbps link (metric shown

R6 next to link)

— = Path for 1 Gbps R1 to R8 demand
= Path for 2 Gbps R2 to R8 demand

R5
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Estado do Enlace - Tec4telink.mp3

Parametros de um Enlace

@ Interface address - Endereco IP do enlace
@ Neighbor address - Endereco IP da outra ponta

@ Maximum link bandwidth - Capacidade efetiva do
enlace (saida)

@ Reservable link bandwidth - Maxima banda disponivel
que pode ser reservada (saida)

@ Unreserved bandwidth - Banda de saida disponivel para
cada uma das 8 prioridades.

o TE metric - Métrica associada ao enlace para TE

@ Administrative group - Classificacdo do Enlace

Amaury Kruel Budri Traffic Engineering


Tec4telink.mp3
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MPLS TE - Tec4temec.mp3

Mecanismos TE

@ Distribuicao de Informacao de Enlaces

o OSPF-TE e IS-IS-TE (flooding)
o Conceito de aras (multiplos SA)

@ Calculo de Caminhos

o Constraint-based, shortest path first (CSPF).
e Leva em conta a capacidade dos enlaces.

@ Sinalizacdo LSP
o Cria os caminhos e labels associados

@ Selecdo de trafego

e Encaminha o trafego na origem para o LSP adequado
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CSPF - Tec4tecspf.mp3

BW =100 BW =30
L Metric=20 Metric = 20 o
~ « Admin grp - 0300 T Admin grp — OXFE , =
5 Metric = 10 =
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Metric = 20 Metric =20
Admin grp - OXFF Admin grp = 0xFF

BW =80
Metric = 10

L=ty Admin grp = OXFF Admin grp = OXFF

Metric - 20 .
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Admin grp - OXFF Admin grp = OxFF



Tec4tecspf.mp3
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MPLS-TE

RSVP-TE PATH - Tec4tepath.mp3

Mensagem Path

LSR5 1 LSR6

Legend
== = 2.5 Gbps link (metric shown next to link)

=P — 1 Gbps tunnel from LSR1 to LSR8
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RSVP-TE RESV - Tec4teresv.mp3

Legend
= = 2.5Gbps link (metric shown next to link)

=» = 1Gbps tunnel from LSR1 to LSR8

= Resv message and advertised label

i |
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MPLS-TE Mecanismos

DSTE - Tec4tediff.mp3

Diffserv TE

@ 8 classes de servigo - Class-Type (CT0-CT7)

@ 8 niveis de prioridade

@ Classe TE = CT + Prioridade

o CLASSTYPE RSVP object: Indica CT associada ao LSP

e Bandwidth constraints (BC): regras de alocacéo de
banda para cada CT
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MPLS-TE

DSCP x EXP - Tec4teexp.mp3

(DSCPxEXP____________________________ |

DS Field Values copied MPLS Label

N —
Class selector code —
\points (RFC 2474) Label S| Time to live
2 Eds]
DSCP (RFC 2474)

[ IPdata | [DS[IP hdr | = [ IPdata [ IPhdr [DS| [MPLS Label |
—_— ELSR
IP Packet \ IP Packet
————

MPLS Labeled Packet

MPLS Domain
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MPLS-TE

Tunel MPLS Uniforme - Tec4tetun.mp3

unel MPLS Uniform

Assume something
remarks the label
EXP field here to 3

End-to-end IP flow LSP )
| -
Router A Router B Router C Router DL” Router E
(CE) (PE) (P) (P) (PE)
4
MPLS\Domain
MPLS ] MPLS
L EXP—4 P Exp—a
Data Pkt ‘ IP DSCP IP DSCP 1P DSCP
header =34 [_> =3 _> =34
1 2 3
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MPLS-TE Mecanismos

Pipe MPLS - Tec4tetpipe.mp3

Pipe MPL

End-to-end IP flow LSP >
Router A Router B Router C Router D Router E Router F
(CE) (PE) (P) (P) (PE) (CE)
'
MPLS\Domain /
__’-._._.._.___._—'
Outer MPLS | mPLs
label P Exp—2 EXP—2
Inner MPLS MPLS MPLS
label EXP=2 EXP=2 EXP=2
Data Pkt ‘ IP DSCP | IP DSCP IP DSCP IP DSCP IP DSCP
header =34 : =34 : =34 : =34 : =34
i 2 3 4 5
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MPLS-TE

VPN L3 - Tec4tevpn3.mp3 1

PN L3

Cliente A

\\L[R iy % 10.5.1:0/24

7
200411

N OSPF Cliente B

Clients A

10.2.1.0/28 @
== ospr
Cliente B % 77 LR ;
v RedelP/MPLS

LD

10.3.1.0/24

10.2.1.0/24
BGP.
Cliente A
—
10.5.1.0/2a -
Next Hop Label
= ESTATICA{ [ e —— 10.210 190511 79
CE
LER pomgies 180.5.5.1 38
[OPva’]
“] VRFdo cliente A HaotS iRy
Pacote MPLS com aplicagdo VPN

] VRFdo cliente B [L] L Jipva
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VPN L2 - Tec4tevpn2.mp3 1

Cliente A

- OP]

&
Quadro L2 Ethernet

Rétulo do tinel (LSP)
[¥E] Rotulo do pseudowiire (VC)
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MAM - Tec4temam.mp3

BCO=15%
Maximum
Reservable
BC1=50% Bandwidth
BC2=10%
¥
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MPLS-TE

RDM - Tec4terdm.mp3

Russian Dolls Model

Maximum
Reservable
Bandwidth
(MRB)

BCO = MRB

BC

=70%

BC2 = 30%
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FRR - Tec4tefrr.mp3

Fast Reroute - one-to-one backup
(Enlace e N6) - RSVP

L
e 2

\ 74—L =
~ /l F G ~z
l‘ :/;,—' Point of Merge Point l ;,—’

i Local Repair (MP) =
E PLR) H
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Roteamento por Segmentos

Roteamento por Segmentos - Tec4sr.mp3

Roteamento por Segmentos - SR

@ Substitui MPLS TE

@ Independente do LDP (Label Distribution Protocol) ou
RSVP

e Utiliza SDN
@ Segmento é um caminho criado entre dois nos

@ Na origem, o roteador determina a sequéncia de
segmentos (pilha de labels ou extensao do cabecalho
IPV6)

e SID (Segment Routing Identifier) = Label MPLS.
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Segmentos - Tec4seseqg.mp3

Source: Clsco Sagment Routing Intro

MNodal Segment 1o C

Adj Segment CO

M N T

| \

Nodal Segment to Z

Source Routing using Segments
v
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Segmentos - Tec4seex.mp3

Segmentos

SR Domain

)

\
H i
SRGB Block (32K): 100000~ 132000 | [RGB Block (321: 100000- 132000 | | SR8 Block (8: 100000- 132000 | [ sRe Block (326): 64000- 96000

1/32

Prefix-sid-map:
1.0.0.0/30 1000 range 1000

x-SID: 100001

Bundle-Ether12

40.0.0.0/30 2001 range 2000

PUSH

Payload = ——>

40.0.0.0/30
1.0.0.0/30

102001

Payload

Local
102001
101000

SWAP.

Remote
102001

Bundle-Ether23

102001 Swap
—_
Payload
Local Remote Local
102001 102001 102001
101000 101000 101000

Bundle-Ether3a

66001 poP
—>  Payload
Payload
Remote Local Remote
66001 66001
101000 65000 101000
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Roteamento por Segmentos

FRR Link - Tec4sefrrlink.mp3

FRR Link

The repair node is a direct neighbor

Node SID 100001 Node SID 100003
Source 11 Primary | (Protected link) 3.3.3.3 Destination
110.0.0.1 | 210.0.0.1
100l ee13 Prefix SID 100700

2222 Backup 5555 4.4.4.4

Q (Repair node)
Node SID 100002 Node SID 100005 Node SID 100004
Primary/Backup Path Label Stack
Primary R1->R3 100700
Backup R1->R2-R5->R4->R3 100700
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Roteamento por Segmentos

FRR Node - Tec4sefrrnode.mp3

FRR N

Node Protection

Node SID 100001 Node SID 100002 Node SID 100004
Source 2222 Destination
1111 Pri 4.4.4.4

BE12 rimary
—
i Protedted Node 10
10 c
BE13 100
Backup 3.3.3.3 Adj SID 24001
Node SID 100003
Primary/Backup Path Label Stack
Primary R1->R2->R4 100700
Backup R1->R3->R4 24001
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Roteamento por Segmentos

Vantagens SR - Tec4sevant .mp3

Vantagens SR

e Simplifica Roteamento e FRR (IGP+LDP+RSVP x IGP)
@ Reducéo do controle de estados das Rotas (Capacidade)

@ Permite ECMP (Equal-cost multi-path routing)
@ Melhor aproveitameno da capacidade da rede
@ Pronto para SDN
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